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1
Title (Acronym)
End-to-End Security and Group Authentication 
2
Justification
For the purposes of this work item description, the following terminology applies:

· End-to-End Security: allows securing messages that might traverse multiple hops between entities. This will allow secure delivery even when some entities on a delivery path are not trusted.

· Group Authentication: This is used where a set of group members (e.g. Application Service Node CSEs [1]) communicate via a group agent (e.g. Middle Node CSE [1]) with a common destination (e.g. Infrastructure Node-CSE [1]). Group authentication provides end-to-end security between the group members (e.g. ASN-CSEs) and the common destination. Group authentication also provides a mechanism for minimizing the security handshake messages sent between the group agent and common destination. Further introduction to Group Authentication is provided in Annex B.1 [2].

End-to-End Security is required for scenarios where CSEs on the delivery path(s) must be unable to modify and/or determine the original payload or message.
Group Authentication is required for efficiency purposes – enabling a group agent to to minimize the number of messages required to establish end-to-end security between individual group members and a common destination.

References

[1]
   oneM2M Technical Specification TS-0001, oneM2M Functional Architecture
[2]   oneM2M Technical Specification TS-0003, Security Solutions 
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Intended Output
	Tick all the appropriate cases 


	

	√
	Change request(s) to existing Technical Specification(s)

	
	Change request(s) to existing Technical Reports(s)

	
	New Normative Technical Specifications(s)

	√
	New Permanent Technical Reports(s)

	
	New Temporary Technical Reports(s)


4
Impact 
4.1
oneM2M Work Items

This work item is expected to have impact on, or be used in conjunction with, TR-0019 (Dynamic Authorization for IoT, WI-0019). 
The work may result in changes being proposed to TS-0002 (oneM2M Requirements), TS-0001 (oneM2M Functional Architecture), TS-0004 (Service Layer Protocol Core Specification).
5
Scope

This work item shall produce a technical report describing how end-to-end security and group authentication can be provided as part of an oneM2M solution.

6
Schedule and impacted specifications
Provide the schedule of tasks to be performed;
	New Specifications (if any)

	Document
Type
	Document
Number*
	Title
	
Schedule (TP No.)
	Lead WG
	Impacted WGs
	Comments

	
	
	
	Start 


	Change Control 
	Freeze


	Approval


	
	
	

	TR
	0012
	End-to-End Security and Group Authentication
	TP 12
	TP 22
	TP 23
	TP 24
	WG4
	
	


* Optional for first versions (i.e. before it will be assigned by the secretariat)

	CRs to existing specifications (if any)

	Impacted
TS/TR
	CR number (when known)
	Subject of the CR
	Approved at plenary#
	Impacted WGs
	Comments

	TS 0002
	
	End-to-End Security and Group Authentication requirements
	TP 18
	WG1
	

	TS 0001
	
	oneM2M Function Architecture changes related to End-to-End Security and Group Authentication 
	TP 21
	WG2
	

	TS-0003
	
	End-to-End Security and Group Authentication  security spcifications
	TP 23
	WG4
	

	TS-0004
	
	oneM2M Core Protocol changes related to End-to-End Security and Group Authentication
	TP 23
	WG3
	


7
Work Item Rapporteur(s)

ZUO Min (China Mobile) and QI Minpeng (China Mobile) for “End-to-End Security and Group Authentication”.
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History

	Document history

	V1.0.0
	13 June 2014
	Approved by TP 11 Xi'an

	V2.0.0
	19 January 2015
	Milestone dates Updated

	V2.1.0
	20 May 2015
	Changed to new template. Milestone dates updated. Impacts on existing TSes described.

	V2.2.0
	10 September 2015
	Updated milestone dates (slipped by one meeting)

	
	15 September 2015
	Uploaded to Portal following approval of TP-2015-0833

	V2.3.0
	05 November 2015
17 November 2015
	Change of Rapporteurs
Uploaded to the portal following approval of TP-2015-08564

	V2.4.0
	12 November 2015
17 November 2015
	Updated Change Control date (slipped by one meeting)

Uploaded to the portal following approval of TP-2015-0874

	V2.5.0
	15 March 2016
21 April 2016
	Updated schedule
Uploaded to the portal following approval of TP-2016-0064
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