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	Supporting Members or Partner type 2*
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	Date:*
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	Abstract:*
	This work item is intended to identify and document issues related to establishment of trust in the oneM2M platform inter domain use cases It will investigate and document the definition of trust in IoT system and recommend a trust establishment model. The work item will evaluate how trust evaluation can be carried out, starting with scenarios in the smart-city context, and identify the trust properties required of IoT entities across oneM2M platform domains. Where identity and identifiers are used in determing trust, this work item will evaluate the means of assigning trust to such elements that allow for identity evaluation and ensuring enforcement of policy over the IoT data. 

This work item will take into account similar activity undertaken in other SDOs (e.g. ITU-T SG16 CG Trust TR “Trust Provisioning in future ICT infrastructure”, ETSI ISG NFV in document NFV-SEC-003, and NIST CPS WG draft “Framework for Cyber-Physical Systems”), e.g. may review the regulatory frameworks that apply to data sharing in smartCity environments and how they interact with trust management schemes. 
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1
Trust management of oneM2M 
2
Justification
Defining the trust relationship between the domains of oneM2M platform is getting more indispensable, as oneM2M claims to support resource and data sharing through horizontal integration. Model of trust establishment in oneM2M platform for inter domain use cases are essential, in relation with trust property definitions for oneM2M. Smart city use cases will be a necessary environment to investigate the issues as appliactions and devices under city-wide different domain governance have different strategies of operation that requires trusted interactions. Establishment of a trust framework for oneM2M is anticipatively necessary for population.
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Intended Output
	Tick all the appropriate cases 


	

	
	Change request(s) to existing Technical Specification(s)

	
	Change request(s) to existing Technical Reports(s)

	
	New Normative Technical Specifications(s)

	X
	New Permanent Technical Reports(s)

	
	New Temporary Technical Reports(s)
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Impact 
4.1
oneM2M Work Items

· WI-0019 – Dynamic Authentication for IoT   
· WI-0021 – Secure Environment Abstraction   
· WI-0023 – Authorization Architecture & Access Control
· WI-0045 – Addition of Interoperable Privacy Profiles to oneM2M Security Solutions
5
Scope

This work item will investigate the necessary trust properties within oneM2M IoT system based on a set of defined smart city use cases for implementation across seperate oneM2M domains. It will investgate the trust mechanisms necessary for oneM2M entities, incuding identity verification, authentication, and data privacy preservation. The outcome of this WI will be covered in a TR and could lead to further discussions on requirements, architecture work and/or security considerations. 
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Schedule and impacted specifications
Provide the schedule of tasks to be performed;
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